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General Data Protection Regulation

Introduction

In the following, we inform you which personal data is collected when you visit our website
and use our offers, in particular when ordering eSIM cards and subscribing to newsletters
and using communication channels, and how this data is processed by us. In addition, we
will inform you about the rights to which you are entitled and the technical and

organizational protective measures we have taken with regard to the processing of your data.

- Controller
The controller for data processing within the meaning of the General Data Protection

Regulation (GDPR) and the German Federal Data Protection Act (BDSG) is

T 140-0002
Tennozu Ocean Square 5F, 2-2-20 Higashishinagawa, Shinagawa-ku, Tokyo
Wireless Gate Co., Ltd.

Personal Information Protection Officer, Human Resources & General Affairs Dept.

1.Collection of personal data
1.1 Personal data means any information relating to an identified or identifiable natural
person (hereinafter referred to as “data subject”). This includes, in particular, your name,

your e-mail address.

1.2 Personal data also includes information about your use of our website. We collect the
following personal data: Information about your visits to our website, such as IP address,
scope of data transfer, the location from which you retrieve data from our website, operating
system, browser, device, access status and other connection data and sources that you
retrieve. This is usually done by the use of log files and cookies. Further information on log

files and cookies can be found below.

1.3 In principle, your personal data will be stored for the duration of the respective



processing purpose as specified below. This means that your IP address and other data
relating to the use of the website will only be stored for the duration of your use of the
website and then immediately deleted or anonymized by truncation. The remaining data is
stored and processed for a limited period of time, the term of a possible newsletter
subscription, the execution of the eSIM purchase contract and within the scope of the

subsequent statutory retention periods.

2.Purpose of use, legal basis and storage period

2.1 Intended use

We use your personal data for the following purposes:

2.1.1 In order to fulfill the services requested by you, particularly to execute the order

of the eSIM card via the electronic shopping cart .

2.1.2 To conduct live chats with you in connection with the initiation or execution of the

contract, to answer inquiries via the contact form and for communication purposes;

2.1.3 To ensure that our website is presented to you in the most effective and interesting

way possible;

2.1.4 To fulfill our obligations arising from any contracts concluded between you and us, to

provide and activate the eSIM card;

2.1.5 To communicate with you in the event of telephone inquiries, whereby records of the

telephone conversations and live chats will be created and saved with your consent.

2.1.6 Newsletter dispatch.

2.1.7 To inform you about changes to our services.

2.2 Legal basis

The processing of your personal data is based on the following legal bases:



2.2.1 The collection of the data listed in section 2.1.1 (namely the order of the eSIM card via

the electronic shopping cart ) is based on Art. 6 para. 1 subpara. 1 lit. b) GDPR.

2.2.2 The collection of information in accordance with section 2.1.2 by conducting live chats
or inquiries via the contact form in connection with the initiation or execution of the eSIM
contract is based on Art. 6 para. 1 subpara. 1 lit. b) GDPR. For all other inquiries that are
made independently of a specific contractual relationship, the collection and processing of
the information is based on Art. 6 para. 1 subpara. 1 lit. f) GDPR. This data will not be

passed on without your consent.

2.2.3 The collection of information about the device you use when visiting our website
as described in sections 1.2 and 3.1 (IP address, status and data volume of the request) is

based on Art. 6 para. 1 subpara. 1 lit. f) GDPR.

2.2.4 The collection and processing of your personal data in accordance with section 2.1.4
for the fulfillment of our obligations arising from the contracts concluded between you and
us is based on Art. 6 para. 1 subpara. 1 lit. b) GDPR.

2.2.5 The recording of telephone calls and live chats and their storage in accordance with
section 2.1.5 takes place exclusively with your consent and is based on Art. 6 para. 1
subpara. 1 lit. a) GDPR. You can withdraw such consent at any time with effect for the

future.

2.2.6 The collection and storage of your personal data for sending the newsletter in
accordance with section 2.1.6 takes place with your consent on the legal basis of Art. 6 para.
1 subpara. 1 lit. a) GDPR. You can withdraw this consent at any time with effect for the

future.

2.2.7 The data listed in section 2.1.7 is collected on the basis of Art. 6 para. 1 subpara. 1 lit.
f) GDPR.

2.3 Storage period

2.3.1 We only store your personal data processed in the course of using the website while

you are using the website and then delete it, unless it is required for security reasons or for



tracking in the context of unlawful data use.

2.3.2 We process the data that you provide to us when using the contact form in order to
carry out and respond to your request, in the event of a complaint or a warranty case until

the conclusion of the warranty case and the statutory limitation periods .

2.3.3 Data that you provide to us during the initiation, conclusion and execution of the eSIM
card order as part of the order process and checkout will be deleted once it is no longer
required and any additional statutory retention obligations under commercial and/or tax law

have expired.

2.3.4 We will use data that you have provided to us on the basis of your consent until you
withdraw your consent. We will then delete this data if there are no statutory retention

obligations to the contrary.

3.Information about your device, cookies and targeting
3.1 Every time you access our website, we collect the following technically necessary

information in order to display our website to you and to ensure stability and security:

The IP address of your end device,

the request from your browser, including language and product and version information
Date and time of the request

Time zone difference to Greenwich Mean Time (GMT)

Operating system used

Status and amount of data transferred as part of this request

Website from which the access is made

Last page viewed

Content of the request (websites visited)

We only collect and store this data while you are visiting our website. It is then immediately
deleted or anonymized by abbreviating it. We use this data for the operation of our website,
in particular to detect and rectify website errors, to determine how busy the website is and

to make adjustments or improvements to it.

3.2 In addition, we collect information about your use of our website by using so-called



cookies. These are small text files that are stored on your end device and that store certain
settings and data for exchange with our system via your browser. A cookie usually contains
the name of the domain from which the cookie data was sent, as well as information about
the age of the cookie and an alphanumeric identifier. Cookies enable our systems to
recognize the user’s device and make any default settings immediately available. As soon as
a user accesses our website platform, a cookie is transferred to the hard disk of the user’s
computer. Cookies help us to improve our website and offer you a better, more personalized
service. They enable us to recognize your computer when you return to our website and

thereby:

— to store information about your preferred activities on the website and thus tailor our
website to your individual interests. This includes, for example, advertising that corresponds

to your personal interests.

— speed up the processing of your requests.

3.3 The cookies we use only store the data explained above about your use of the
website. This is not done by assigning it to you personally, but by assigning an identification
number to the cookie (“cookie ID”). The cookie ID is not merged with your name, IP

address or similar data that would allow the cookie to be assigned to you.

3.4 Our website uses so-called tracking technologies. We use these technologies to make
our website more interesting for you. This technology makes it possible to address Internet
users who have already shown an interest in our website with advertising on the websites of
our partners. These advertisements are displayed on our partners’ websites on the basis of
cookie technology and an analysis of previous user behavior. We only use this technology if
you consented to it, if its use is necessary for the conclusion or fulfillment of a contract with

you or if other legal provisions permit this use .

35 We work together with business partners who support us in making the Internet
offer and the website more interesting for you. For this reason, cookies from these partner
companies are also stored on your end device when you visit the website. These are cookies
that are automatically deleted after the specified time. The cookies of our partner companies
also only collected data under a cookie ID, which enables our advertising partners to address
you with advertising that may actually be of interest to you. The parties that use cookies on

this website are listed below. Where possible, you can choose whether to allow certain



cookies on this website.

3.6 We use the analysis tool, which enables us to create usage profiles and optimize our
website. For this purpose, the service provider processes cookies that are stored on your end
device, whereby a link can be established with other public sources. With the help of
appropriate precautions, the IP address is shortened in such a way that there is no personal
reference to your IP address. You can object to the collection of data by analysis tools at any

time.

3.7 Any processing of personal data that is not absolutely necessary requires your consent.
This includes, in particular, cookies for analysis, tracking or advertising purposes. Such data
will only be processed with your express consent. This also applies if personal data is passed
on to business partners or third parties, Art. 6 para. 1 sentence 1 lit. a GDPR. Consent can
be withdrawn at any time with effect for the future.

You can check and set related cookies in “Cookie Settings”.

If you change your mind at a later date, you can change these settings at any time for the

future.

By clicking on the “ALLOW ALL” button you can consent to the use of all cookies or, by
clicking on the “ALLOW” button, consent to data processing for individual or all purposes of
cookie use as listed in the information on cookies or reject them altogether by clicking on
the “DENY” button. In this case, you can continue to use the website, but some functions

may be restricted.

4.Data security

All information that you transmit to us is stored on servers in Japan. Japan is a third country
that is not subject to the regulations of the GDPR, so there is no guarantee that the
requirements of the GDPR will apply to the processing of your data in Japan. However, in
its adequacy decision (EU) 2019/419 of 23.01.2029, the EU Commission determined that
Japan is a safe third country within the meaning of Art. 45 GDPR, that an adequate level of
data protection is ensured there compared to the GDPR and that personal data may
therefore be transferred to Japan. The transmission of information via the Internet is
generally not completely secure, which is why we cannot guarantee the security of data

transmitted to our website via the Internet. However, we take technical and organizational



measures to protect our website and other systems against loss, destruction, access,
modification or dissemination of your data by unauthorized persons. In particular, your
personal data is transmitted to us in encrypted form. We use the SSL (Secure Socket Layer)

or TLS (Transport Layer Security) coding system.

5.No disclosure of your personal data

We do not pass on your personal data to third parties unless you have consented to the data
being passed on or we are entitled or obliged to pass on data on the basis of statutory
provisions and/or official or court orders. In particular, this may involve providing
information for the purposes of criminal prosecution, averting danger or enforcing

intellectual property rights.

6.Data protection and third-party websites

The website may contain hyperlinks to and from third-party websites. If you follow a
hyperlink to one of these websites, you will leave our website and use the website of a third-
party provider. In this case, we assume no responsibility or guarantee for third-party content
or data protection conditions of the third-party provider. Rather, the third party is
responsible for the processing of your personal data on its website. You should therefore
check which data protection conditions apply on the websites of third-party providers before

you transmit personal data to these websites.

7.Amendments to these data protection provisions
We reserve the right to amend these data protection provisions at any time with effect for
the future. A current version is always available on the website. Please, visit the website

regularly and inform yourself about the applicable data protection provisions.

8.Your rights and Contact

You have the following extensive rights with regard to the processing of your personal data:



8.1 Revocation of your consent to data processing

If and insofar as you have given us your consent for certain data processing operations, you
can withdraw this consent at any time in accordance with Art. 7 para. 3 GDPR. All you need
to do is send an informal email to us . The lawfulness of the data processing carried out until

the revocation remains unaffected by the withdrawal.

8.2 Right to information

You have the right to obtain information about your personal data processed by us, Art. 15
GDPR.

8.3 Rectification, erasure, restriction of processing

In addition, in accordance with Art. 16 GDPR, you have the right to rectification of your
personal data in the event of errors or to erasure or restriction of processing if and insofar as

your personal data is no longer required, Art. 17, 18 GDPR.

8.4 Data portability

You have the right to receive from us the personal data concerning you that you have
provided to us as part of a contractual relationship in a structured, commonly used,
machine-readable and interoperable format if you have provided the data with your consent
or if the processing of this data is necessary for the performance of the contractual
relationship or is carried out using automated procedures. This does not apply if we process

the data because we are legally obliged to process it.

8.5 Right of objection



You also have the right under Art. 21 (1) GDPR to object, on grounds relating to your
particular situation, to processing of your personal data which is based on our legitimate
interest. In this case, we will no longer process the data for this purpose, unless our interests
in such processing take precedence over your interests and rights, or the processing is
necessary for the assertion, exercise or defense of legal claims, or longer storage is required
by law. In these cases, the processing of your personal data will be restricted and it will be
deleted in compliance with data protection regulations after expiry of the retention periods

or the legally binding final conclusion of a legal dispute.

If you object to the processing of data for the purpose of direct marketing , we will cease

processing immediately. In this case, it is not necessary to specify a particular situation.

8.6 Assertion of your rights

You can assert your aforementioned rights either directly against us as the controller .
9.Right of appeal

In accordance with Art. 77 GDPR, you have the right to complain to a data protection

supervisory authority about the processing of your personal data by us. You can contact the

supervisory authority that is locally responsible for you .
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